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NO.1 Which of the following is a requirement for multi-tenant service providers?

A. Ensure that customers cannot access another entity s cardholder data environment

B. Provide customers with access to the hosting provider s system configuration files.

C. Provide customers with a shared user ID for access to critical system binaries

D. Ensure that a customer's log files are available to all hosted entities

Answer: A

Explanation

According to requirement 3.1.2, multi-tenant service providers must ensure that customers cannot
access another entity's cardholder data environment, which means they should isolate each
customer's cardholder data from other customers' cardholder data and prevent unauthorized access
or disclosure. This is one of the requirements for ensuring that multi-tenant service providers protect
each customer's cardholder data.

NO.2 Which scenario meets PCI DSS requirements for critical systems to have correct and consistent
time?

A. Each internal system is configured to be its own time server.

B. Access to time configuration settings is available to all users of the system.

C. Central time servers receive time signals from specific, approved external sources

D. Each internal system peers directory with an external source to ensure accuracy of time updates
Answer: C

Explanation

critical systems must have correct and consistent time, which means they should use a reliable time
source and synchronize their clocks with other systems. This is one of the requirements for ensuring
that critical systems have accurate time.

NO.3 Where can live PANs be used for testing?

A. Production (live) environments only

B. Pre-production (test) environments only if located outside the CDE.

C. Pre-production environments that are located within the CDE

D. Testing with live PANs must only be performed in the QSA Company environment

Answer: C

Explanation

According to the PCI DSS v3.2.1 Quick Reference Guidel, pre-production environments that are
located within the cardholder data environment can be used for testing, as long as they are not
accessible from untrusted networks and are monitored for any changes or vulnerabilities. This is one
of the requirements for ensuring that testing environments are isolated from production
environments.

NO.4 Which of the following types of events is required to be logged?
A. All use of end-user messaging technologies

B. All access to external web sites

C. All access to all audit trails

D. All network transmissions

Answer: C
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Explanation

all network transmissions must be logged by an entity's security information and event management
(SIEM) system or equivalent tool, which means they should record all network events and activities
related to cardholder data processing and transmission. This is one of the requirements for ensuring
that network transmissions are monitored and audited.

NO.5 Which of the following is true regarding internal vulnerability scans?
A. They must be performed after a significant change

B. They must be performed by an Approved Scanning Vendor (ASV)

C. They must be performed by QSA personnel

D. They must be performed at least annually

Answer: A

Explanation

According to the PCI DSS v3.2.1 Quick Reference Guidel, internal vulnerability scans must be
performed after a significant change in any component or configuration that affects cardholder data
or payment processing systems. This is one of the requirements for identifying and mitigating
vulnerabilities that could compromise cardholder data.

NO.6 An LDAP server providing authentication services to the cardholder data environment is

A. in scope for PCI DSS.

B. not in scope for PCI DSS

C. in'scope only if it stores processes or transmits cardholder data

D. in scope only if it provides authentication services to systems in the DMZ

Answer: A

Explanation

An LDAP server is a type of directory service that provides authentication and authorization data to
the cardholder data environment (CDE)1. According to the PCI DSS scoping and segmentation
guidance2, any system that provides a security service to the CDE, such as authentication, is
considered a connected or security-impacting system (Category 2) and is in scope for PCI DSS. This is
because such systems can affect the security and controls of the CDE and the cardholder data (CHD)
or sensitive authentication data (SAD) that it contains. Therefore, an LDAP server providing
authentication services to the CDE is in scope for PCI DSS, regardless of whether it stores, processes,
or transmits CHD or SAD, or whether it provides authentication services to systems in the DMZ or
not. References:

Guidance for PCI DSS Scoping and Network Segmentation

What Are the Effects of Using Active Directory as a Shared Service on PClI Compliance?

The Ultimate Guide To PCI DSS Scoping and Segmentation

LDAP - PCI Security Standards Council
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